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[oT Growth - 1.5 Million Devices Per hour!!
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WannaCry (Worm — OT/loT Impact)

- Began on May 12 - spreads as a worm — 230,000 infections across 150 countries

- OT Impact - Britain NHS (computers, MRI scanners, blood-storage refrigerators and theatre
equipment), Telefonica, Deutsche Bahn, Nissan (UK), Renault, ATMs, Parking Meters

- Exploits windows (MS17-010) using tools leaked by Shadow Brokers — 1 month head start!!
- Not very sophisticated!! — Payment via 4 BTC wallets + AntiVM Kkill-switch + Direct Infection
- Next one much worse (already new variants) - Mirai + Wannacry!! (DDOS kill-switch!!)
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How Malware Works—Most Variants Require All 5 Steps
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DNS = Domain Name System| 2" FFEE

www.google.com = 172.217.26.68 (IP Address) | (CRSRENS

https://signup.opendns.com/homefree/

CNC = C2 = Command and Control

Monetise Malware (RAT, Banking Trojan, Ransomware, etc)

66.96.146.129 (IP Address) Fast Flux IP
www.evil.com = 66.96.146.129 = 66.96.146.129 (2 hours later)

yfrscsddkkdl.com (Initial)
qgmcgogeasgommee.org (2 hours later)
iyyxtyxdeypk.com (2 hours later)

i, diigngijkpop.ru (2 hours later)

DGA - Domain Generation Algorithm
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Stealthwatch — OT/loT Protection

(Record all Conversations)

Search Subject

216.191.247.145

[[*] Canada
crl.entrust.net

< Duration + Port + Traffic Summary + Port
Start: 05/29 - 12:19:18 PM 10.10.18.102 4866/TCP 11.49KB | 285 packets 80/TCP
End: 05/29 - 12:20:58 PM 5. RFC 1918 ’ —
Duration: 1m 40s employee1 —
00:50:56:b4:3f.af
h
1.62MB | 1.15K packets
Flow Detailed Summary: 10.201.3.149
Search Subject Details Totals Peer Details
[ Applled Sltuatlonal Packets: 321 Packets: 862 Packets: 541
Packet Rate: 64.2pps Packet Rate: 172.4pps Packet Rate: 108 2pps
awa re n eSS Bytes: 16.57KB Bytes: 689.34KB Bytes: 672.77KB
Byte Rate: 3.39Kbps Byte Rate: 141.18Kbps Byte Rate: 137.78Kbps
Percent Transfer: 2.4% Search Subject/Peer Percent Transfer: 97 6%
1\ \] Host Groups: Atlanta, Sales and Ratio: 0.02 ns. Russian
Marketing, Desktops TCP Connections: 1
F I OW S e n SO r - Payload: GET http:/allstadiums.ru RTT: 166ms
=~1 Iparfumin/config.bin SRT: 797ms
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Stealthwatch - Behavioral and Anomaly
Detection Model

SECURITY ALARM
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Bad FI ACK**
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Host snapshot

) Email

Bot Infected Host - Attempted
- Bot Infected Host - Successful
— ([ ) Flow_Denied )

ICMP Flood

C&C

Exploitation

— ' Data hoarding
Max Flows Initiated Syslog / SIEM
Max Flows Served Exfiltration
Suspect Long Flow . .
Suspect UDP Activity DDOS target Mitigation
SYN Flood
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Anatomy of a Cyber Attack
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https.//www.youtube.com/watch?v=4gR562GW7TI
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What did you notice??

Attackers are not necessarily nerds in hoodies sitting in

the dark

Commercial enterprises — well resourced — run as 9-5

companies
- Free wifi, public space

- Social engineering

- Qaullcart.com vs Qualicart.com

Email signature

Ransomware (smokescreen)

- Ransomware as a service (Ransom32)

Pyramid affiliate schemes

- Very popular — crypto currencies + anonymous web

e
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(Spear) Phishing attack (email attack)

Real target - gamed stock, customer information

A Message From Your CEO s X

Bee rharison@qualicart.com, rhart@qualicart. com.
Subject A Message From Youwr CEQ

Team,

1 wanted to extend my most sincere thanks to each and every one of you
for the incredibly hard and devoted work you've put into this company over

! the last quarter.

Take some time to look at the attached doc for some insight into what
we're planning for the future of Qualicart

Sincerely,
Mark

%

QualicartQ3_Goals.pdf mmsmmmssssereen

Installs o

Lockscreens o

Paids o

Paid BTC o



How can you help protect your organisation?

1. You are a target — be vigilant at all times (Social Engineering)

2. Don’t open up unknown attachments!! (Emails!! + Personal)

3. Understand what qualifies as sensitive data within your organisation (assets)
4. Backup data (work and personal)

5. Understand how to identify and avoid threats (skeptical mindset + phone)

6. Understand your organisation’s acceptable use policies

/. Understand your organisation’s security policies

8. If you're ever in doubt — ask for help!
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