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Disclaimer and important notice «’

woodside

This presentation contains forward looking statements that are subject to risk factors associated with oil and gas businesses. It is believed
that the expectations reflected in these statements are reasonable but they may be affected by a variety of variables and changes in
underlying assumptions which could cause actual results or trends to differ materially, including but not limited to: price fluctuations, actual
demand, currency fluctuations, drilling and production results, reserve estimates, loss of market, industry competition, environmental risks,
physical risks, legislative, fiscal and regulatory developments, economic and financial market conditions in various countries and regions,
political risks, project delay or advancement, approvals and cost estimates.

All references to dollars, cents or $ in this presentation are to US currency, unless otherwise stated.

References to “Woodside” may be references to Woodside Petroleum Ltd. or its applicable subsidiaries.
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Current, real and ever increasing threat
- Whatis OT?

OT cyber security strategy
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Cyber Security in the Media — Hacking into IT Systems &
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Cyber Security in the Media — Hacking into OT Systems «’
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Operational Technology (OT) - ISA99

“A collection of personnel, hardware, and software that can affect or influence the
safe, secure, and reliable operation of an industrial process”
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Cyber Security — Hacking OT Systems &
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Ukraine Power Hack Attacks
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http://www.bbc.com/news/av/technology-35686498/ukraine-power-hack-attacks-explained

Subsea System - what are the potential vulnerabilities?
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OT Cyber Security Strategy «’
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« Deploy governance across OT systems

* Apply minimum design and engineering standards within OT environment
« Align with industry standards

« Develop and engage the skills to support our operations teams

e Support new projects

30 May 2017 8



Wrap up «’

Cyber Security threat is real
Defence in depth via multiple layers of protection required

All systems (including subsea systems) must be designed to be
secure

30 May 2017 9



($n < $nCak gom(

iu"“?"w;{@mgmﬁgm) ? str ireplace

’\ ? & .'-' '-__-“‘ -: r : | I )
Scat % $nCategor1es JF-
SmeQOl(isp sb gl 1 pR !empty/
waba}cl. ” T
:::gl} = PR‘F')L"““ON»‘Y: -
JOIN '. DB PREFI X .'ca
WHERECnlett@.-‘, (Category leng o2 on | R —

ORDER BY: ¢areve1s path . Qﬁg\Zh" ; u..p -

o £ (SCA

} $fullpath = ',

elsse:if ($categoryType == 'cms')
snCategories = (int)sizeot (Scategories); g
; 2. ego
§categ :

u: maumf..

w"!
/e




woodside

Woodside Energy Ltd
240 St Georges Terrace
Perth, WA 6000

GPO Box D188
Perth, WA 6840 Australia

T: +61 8 9348 4000
F: +618 9214 2777
E: companyinfo@woodside.com.au

woodside.com.au


mailto:companyinfo@woodside.com.au
http://www.woodside.com.au/
https://www.facebook.com/woodsideenergy/?fref=ts
https://twitter.com/WoodsideEnergy?ref_src=twsrc^google|twcamp^serp|twgr^author
https://www.linkedin.com/company/woodside-energy
http://canvas.woodside.com.au/Pages/default.aspx
https://www.youtube.com/user/WoodsideEnergyLtd
https://www.instagram.com/explore/locations/1025455196/?hl=en

