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IoT Growth - 1.5 Million Devices Per hour!!

2020
2017



• Compromised IoT Devices
• Baby monitors, webcams
• Home routers
• DVRs, printers

• Massive DDoS Botnet (600Gb-1Tb)
• DynDNS attack (Liberia, Deutsche Telekom)
• DDoS as a service, DDoS for ransom
• Source code released!!

• Challenges (why does it exist??)
• Default Passwords, open ports, unmanaged
• Vulnerabilities (slow to patch)
• Low focus on security (time to market/cost)
• Low resources (CPU/RAM/Storage/etc)
• Agentless (no AV/client)

Mirai Botnet (IoT) Oct 2016
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• Began on 12/5/17- spread as a worm – 230,000 infections across 150 countries
• OT Impact - Britain NHS (computers, MRI scanners, blood-storage refrigerators and theatre 

equipment), Telefonica, Deutsche Bahn, Nissan (UK), Renault, ATMs, Parking Meters
• Exploits windows (MS17-010) using tools leaked by Shadow Brokers – 1 month head start!! 

• Not very sophisticated!! 
• Followed by more targeted and much more destructive NotPetya

WannaCry (Worm – OT/IoT Impact)

“…was caused by a contractor mistakenly 
connecting infected hardware to cameras…”
Ref: theguardian.com

“…WannaCry was first thought to have 
infected around 55 road safety cameras, forcing 
Victoria Police to initially suspend 8000 
tickets issued for speeding and red light 
infringements…” Ref: itnews.com.au



How Malware Works–Most Variants Require All 5 Steps
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DNS = Domain Name System
www.google.com = 172.217.26.68 (IP Address)

www.evil.com = 66.96.146.129

CNC = C2 = Command and Control

yfrscsddkkdl.com (Initial)
qgmcgoqeasgommee.org (2 hours later)

iyyxtyxdeypk.com (2 hours later)
diiqngijkpop.ru (2 hours later)

66.96.146.129 (IP Address)

= 77.1.3.24 (2 hours later)

Monetise Malware (RAT, Banking Trojan, Ransomware, etc)

DGA – Domain Generation Algorithm

Fast Flux IP

Cloud Security



OpenDNS – OT/IoT Protection
Locky Ransomware : http://glslindia.com/87yg756f5.exe
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OpenDNS - Machine Learning on Massive Dataset
Locky: Real World Example

“OpenDNS FREE”

https://signup.opendns.com/homefree/
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Stealthwatch – OT/IoT Protection
(Record all Conversations)
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OT/IoT/IT Integration
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Anatomy of a Cyber Attack



https://www.youtube.com/watch?v=4gR562GW7TI
Ransomware - Anatomy of an Attack

https://www.youtube.com/watch?v=GvLnb4YQHh0
Anatomy of an IoT Attack



• Attackers are not necessarily nerds in hoodies sitting in 
the dark
• Commercial enterprises – well resourced – run as 9-5 

companies
• Free wifi, public space

• (Spear) Phishing attack (email attack)
• Social engineering
• Qaullcart.com vs Qualicart.com
• Email signature 

• Ransomware (smokescreen)
• Ransomware as a service (Ransom32)
• Pyramid affiliate schemes
• Very popular – crypto currencies + anonymous web

• Real target - gamed stock, customer information

What did you notice??



How can you help protect your organisation?

1. You are a target – be vigilant at all times (Social Engineering)
2. Don’t open up unknown attachments!! (Emails!! + Personal)
3. Understand what qualifies as sensitive data within your organisation (assets)
4. Backup data (work and personal)
5. Understand how to identify and avoid threats (skeptical mindset + phone)
6. Understand your organisation’s acceptable use policies
7. Understand your organisation’s security policies
8. If you’re ever in doubt – ask for help!




